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Complex Mall Attack Exercise Series: Recommendations for Public and Private Sector Partnerships
Summary: The Complex Mall Attack Exercise series, initiated by the Federal Bureau of Investigation (FBI) and the Department of Homeland Security (DHS) in September 2013, found public and private sector partnerships key to preparedness for this type of potential attack.  With the holiday season approaching, the after action findings of this exercise series are being provided to public and private sector partners for their security awareness and consideration as they prepare for the increased patronage of shopping malls across the country.  
Details: The FBI and DHS developed this exercise series as a result of the Westgate Mall terrorist attack in Nairobi, Kenya as well as observations of the law enforcement response to the Navy Yard shooting in Washington DC.  The exercise series was designed to engage FBI executive management and resources with corresponding response personnel and assets from federal, state, local agencies and departments in cooperation with private sector stakeholders to test the ability to respond to a similar attack in the United States.  The challenge was that shopping malls in the United States are unique soft targets because they are open to the public with minimal security controls.  Since October 2013, the FBI’s 56 field offices along with their DHS partners have conducted:
· 61 Table Top Exercises
 (2,856 participants)

· 57 Command Post Exercises

· 53 Full Scale Exercises 
(6,616 participants)

In conjunction with State, Local and Private Sector Partners (9,472 participants)

Public and Private Sector Partnerships 
Public and private sector partnerships are critical to preparedness for responding to a potential soft target attack by a terrorist or active shooter.  
· Establish collaborative relationships and continuous communication between public and private sector partners and their leadership. 
· Leverage InfraGard[footnoteRef:1] as a key partner in the alliance between the business and law enforcement communities for the sharing of intelligence information to prevent hostile attacks against the United States.  [1:  InfraGard is a partnership between the Federal Bureau of Investigation and the private sector. InfraGard is an association of businesses, academic institutions, state and local law enforcement agencies, and other participants dedicated to sharing information and intelligence to prevent hostile acts against the United States. 
] 

A written crisis response plan should exist for each public and private sector partnership and be exercised. 
· Partner in developing crisis response plans and procedures for terrorist attacks, active shooters, workplace violence, and hostage situations and make them available to mall tenants and employees and include them in formal security and emergency operation plans. 
Private partners can assist with community outreach efforts regarding public safety.
· Utilize technology and social media to share safety instructions and awareness messages with mall patrons through campaigns, such as the “If You See Something, Say Something” campaign.
· Develop a plan for reporting suspicious activities directly to facility security and make individuals within the facility aware of the plan.
Command, Control, and Operations
An understanding of the Incident Command System (ICS)[footnoteRef:2] and Unified Command[footnoteRef:3] structure by both public and private sector partners provides for a coordinated, effective emergency response to be implemented in a critical incident, allowing all partners to understand their role and how they can best assist.  The integration of the private sector into the ICS/UC is essential for a collaborative approach to mitigating this type of attack.  [2:  The Incident Command System is a widely applicable management system designed to enable effective, efficient incident management by integrating a combination of facilities, equipments, personnel, procedures, and communications operating within a common organizational structure. ]  [3:  The Unified Command is a management structure that brings together the “Incident Commanders” of all major agencies and organizations involved in the incident to coordinate an effective response while at the same time carrying out their own jurisdictional or functional responsibilities. ] 

· Establish relationships, partnerships, and protocols in advance to ensure a strong Unified Command. 
· Empower subordinate leaders to execute response activities. Actionable intelligence information must be provided to the Unified Command which allows key leaders to maintain situational awareness for decision making and guide tactical teams, because when key leaders migrate to the tactical command posts they often lose essential big picture situational awareness.
· It is imperative for private sector partners to understand that actionable intelligence information should be provided to Unified Command leaders who give guidance to empowered subordinate leaders to execute response activities.
· A “scribe” or “note taker” should be assigned to key leaders so that in the flurry of activity surrounding the critical incident decisions made and actions taken are recorded.  
Conduct actions on the crisis site in teams to leverage the knowledge and skill sets of other partners.   
The private sector can provide significant intelligence and other resources to support both the public safety and investigative actions taken in the event of a mall incident.
· Mall security, maintenance and property management personnel can provide invaluable information and insight for tactical planning and Improvised Explosive Device (IED) response, as well as prolonged operations in that they are most familiar with the location, plans, cameras, utility doors, and identities of employees and their potential  actions within the crisis site that could assist in planning a response.
· Monitor social media during an emergency situation or an attack to acquire critical information that could assist first responders during response and recovery operations.

Pair victim-witness teams with investigators. Witness Management resources should be integrated, socialized and exercised.  Witness accounts can provide vital information to support response planning as well as future criminal prosecution. 
First responders should work together to maintain their personal safety as they provide essential functions to securing the crisis scene. 
· Tactical elements such as Special Weapons and Tactics (SWAT) teams and Explosive Ordinance Device (EOD) personnel should conduct joint operations.
· Emergency Medical Services (EMS) personnel should operate with Tactical teams in a warm zone.
Early Coordination, Planning, Preparation and Training
Early coordinated planning, training and preparation with all partners is essential to establishing the relationships, measures and best practices to best implement coordinated response protocols. 
Planning, preparation, and training should occur as early as possible and be conducted by all stakeholders.  
· Consider implementing planning cross walks which allow for planning to occur prior to a crisis.
Establish protocols for information flow for communication and situational awareness in advance.  Establishing these measures in advance ensures that all partners work from a Common Operating Picture (COP) to minimize confusion and to affect a coordinated response.  
· Establish a reporting schedule, format, and dissemination mechanisms both digital and hardcopy for situational awareness reports and updates.
· Use plain language, eliminating jargon and acronyms to ensure a clear understanding among all partners in a multi-agency response.  
· Leverage available technology and systems, such as: portable electronic devices, phones, radios, email, SMS texts, cameras, and social media. 
· Integrate surveillance assets to feed intelligence information for response.  
Train and cross train responding personnel to strengthen their ability to respond in a coordinated manner to an actual incident. 
· Conduct annual full-scale exercises to include all partners and stakeholders. 

· Provide training on hostage/barricade situations for key facility personnel, retail management, and security personnel.

· Conduct onsite visits with fire and emergency medical responders to increase their familiarity with the facility and assist in response and recovery efforts when and if needed.
Coordinate in advance to determine the resource capabilities and limitations of all partners to respond to an event of this magnitude. Consider the size of the shopping mall, the population and surrounding environmental factors which may affect response time, such as a high traffic or rural area. 
· Plan for sustainment.  Ask the question, “Beyond 72 hours who is coming to help?”  This discussion must happen early.
· The extra person is always needed.
For questions, contact your local FBI field office or DHS Protective Security Advisor.
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